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PKI usage

Usage of client certificate from VMS Staging PKI depends on the following requirements:

1. Adding Root CA certificate ("WVMSRCAStaging.cer") to Trusted Root Certificate Authority store
2. Adding Issuing CA certificate ("VMSICA1Staging.cer") to Intermediate Certificate Authority store

Configuration examples
Example 1: Windows 7 (and higher) Operating System with Chrome | Edge

Download the certificates to your PC or tablet.

VMSRCASta...

VIVISICATSE...

Figure 1 Download the Certificates



Installing RCA Certificate:

Right click on the file VMSRCAStaging certificate and choose Install Certificate.

VIMSREAStag|

Open

Install Certificate m

Import to Grammarly

JMSICATST...
Move to OneDrive =
Edit with Notepad++

Scan with Windows Defender...
Share

Open with...

Figure 2 Right click on the file to install RCA certificate

Follow the Wizard for complete the installation. In order to proceed with the installation, make sure you have the Admin access.

X

£+ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

To continue, dick Next.

| ONet | | Cancel

Figure 3 Wizard — Choose Local Machine as store location




& &* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store
Certificate store:

Figure 4 Click Browse to select the store

Select Certificate Store X

Select the certificate store you want to use.

i J Personal ~
M Trusted Root Certification Authorities
.| Enterprise Trust

] Intermediate Certification Authorities

L5 1 intncted Carfifiratee ¥
< >

[} show physical stores

oK Cancel

Figure 5 Select Trusted Root Certification Authorities




& &* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(® Place all certificates in the following store

Certificate store:
] Trusted Root Certification Authorities | | Browse...

[ Net ]| Cconcel

Figure 6 Store selected

€ £* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have spedified the following settings:
(ool G e LT  Trusted Root Certification Authorities
Content Certificate

[ Enish || Cancel

Figure 7 Finish the installation




Certificate Import Wizard *

o The import was successful.

Figure 8 Certificate import successful

To make sure you have the Certificate properly installed, search it via Windows search:

All Apps Documents Web More ¥ P\j
Best match
i
Manage computer certificates .
= Control panel v

Search work and web i
Manage computer certificates

L manage computer certificates - See
work and web results

> Control panel

= Open

L manage computer certiﬁcates|

Figure 9 Search for the installed RCA cetrtificate



If installation has been successful, you'll find the Certificate at this location:

i certlm - [Certificates - Local Computer] - O X
File Action View Help
&= @ B QB

5} Certificates - Local Computer ~ Logical Store Name "
> [] Personal
~v || Trusted Root Certification .
[ Certificates

| Personal
5| Trusted Root Certification Authorities

[ Enterprise Trust

> [ Enterprise Trust - : qo ot o
== § e | Intermediate Certification Authorities
> | Intermediate Certification . [ Trusted Publish
> [ Trusted Publishers o rusted Fubls -e-rs
> | Untrusted Certificates TJ Uitisted Coftificates
> [ Third-Party Root Certificat |1 Third-Party Root Certification Authorities
> [ Trusted People _;‘ Trusted People
> [ Client Authentication Issue || Client Authentication Issuers
> [ Preview Build Roots ("I Preview Build Roots
> ] Test Roots [ Test Roots
> [ AAD Token Issuer [/ AAD Token Issuer
> [ | eSIM Certification Authorit | eSIM Certification Authorities
> [ Homegroup Machine Cert [ Homegroup Machine Certificates
> || Local NonRemovable Certi [ Local NonRemovable Certificates
N e o ¢ || o oo 5 e
< > < >
Trusted Root Certification Authorities store contains 53 certificates.
Figure 10 Trusted Root Certification Authorities
acertlm - [Certificates - Local Computer\Trusted Root Certification Authorities] = O X

File Action View Help

o« 2@ B 6E

Ifﬁj Certificates - Local Computer ~ Object Type

v | Trusted Root Certification .
[ Certificates

> [ Enterprise Trust

> [ Intermediate Certification .

> [ Trusted Publishers

> ] Untrusted Certificates

> [ Third-Party Root Certificat

> [ Trusted People

> [ Client Authentication Issue

>

>

>

>

>

>

] Preview Build Roots

] Test Roots

| AAD Token Issuer

(| eSIM Certification Authorit
[P Homegroup Machine Cert
| Local NonRemovable Certi .

= P RO A | () ,

< > < >

Trusted Root Certification Authorities store contains 53 certificates.

Figure 11 Certificates




certlm - [Certificates - Local Computer\Trusted Root Certification Authorities\Certific... = O

File Action View Help

& 2E R XE HE

Eﬁl Certificates - Local Computer »

> [ Personal

v || Trusted Root Certification .
| Certificates

1 Enterprise Trust

| Intermediate Certification .

| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certificat

1 Trusted People

| Client Authentication Issue

| Preview Build Roots

| Test Roots

| AAD Token Issuer

[ eSIM Certification Authorit

| Homegroup Machine Cert

| Local NonRemovable Certi .

Bl Aol ot Covllonnnd Do
< >

/' VvV ¥V VVVVVV VvV VVY

Issued To

=] SwissSign Gold CA - G2

5] Symantec Enterprise Mobile Ro...
53] Taxcore Online Root CA

[=;] TaxCore RCA Development

[l Thawte Timestamping CA
EITIMS RCA

1 TIMS RCA Staging

5] T-TeleSec GlobalRoot Class 2

USERTrust ECC Certification Auth...
USERTrust RSA Certification Auth...
[5] VeriSign Class 3 Public Primary C...
[5] VeriSign Class 3 Public Primary C..
=] VeriSign Universal Root Certifica...

ZlvMs RCA

Issued By
SwissSign Gold CA - G2

Symantec Enterprise Mobile Root f..

Taxcore Online Root CA
TaxCore RCA Development
Thawte Timestamping CA
TIMS RCA

TIMS RCA Staging

T-TeleSec GlobalRoot Class 2

USERTrust ECC Certification Author...
USERTrust RSA Certification Author...
VeriSign Class 3 Public Primary Cert...

VeriSign Class 3 Public Primary Cert...

VeriSign Universal Root Certificatio...

VMS RCA

=1 VMS RCA Staging VMS RCA Staging o

<

>

Trusted Root Certification Authorities store contains 57 certificates.

Figure 12 Certificate Location



Installing ICA Certificate:

Right click the VMSICA1Staging file from the same downloaded location and choose Install Certificate.

VMSRCASta...

VMSIGATStag
ing

Open

Install Certificate

Import to Grammarly

Move to OneDrive

Edit with Notepad++

Scan with Windows Defender...
Share

Open with...

Figure 13 Right click on the file to install ICA certificate

Follow the Wizard to complete the installation. In order to proceed with the installation, make sure you have the Admin access.

X

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

To continue, dick Next.

[ ©nier | | Cancel

Figure 14 Select Local Machine as store location




& £* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store
Certificate store:
| | [Browsez ]

[ Net ]| concel

Figure 15 Click Browse to select the store

Select Certificate Store X

Select the certificate store you want to use.

e .:j Personal ~

1] Trusted Root Certification Authorities

-] Enterprise Trust

J Intermediate Certification Authorities

| Trusted Publishers

L1 Vintricted Cartificates 4
< >

[ show physical stores

[ o« || cancel

Figure 16 Select Intermediate Certification Authorities
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& £* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
[ Intermediate Certification Authorites | [ Browse... |

[ Net ]| cancel

Figure 17 Store selected

X
€ £* Certificate Import Wizard
Completing the Certificate Import Wizard
The certificate will be imported after you dick Finish,
You have spedified the following settings:
($Sg el I G e L LMIETY  Intermediate Certification Authorities
Content Certificate
| Cancel

Figure 18 Finish the installation
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Certificate Import Wizard X

o The import was successful.,

OK

Figure 19 Certificate import successful

To make sure you have the Certificate properly installed, search it via Windows search:

All Apps Documents Web More ¥ ;')\j
Best match
f Manage computer certificates ‘

Control panel ‘

<L

Search work and web s
Manage computer certificates

L manage computer certificates - See N Control panel
work and web results

o7 Open

O manage computer certificates|

Figure 20 Search for the ICA cettificate
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If the installation has been successful, you'll find the Certificate at this location:

[ certim - [Certificates - Local Computer] - O X

File

Action View Help

« T8 ez HeE

@1 Certificates - Local Computer »

>
v

>
>
>
>
>
>
>
>
>
N

<

[ Personal

[ 1 Trusted Root Certification .
[ Certificates

[ Enterprise Trust

] Intermediate Certification .
[ Certificate Revocation
[ Certificates

] Trusted Publishers

] Untrusted Certificates

[ Third-Party Root Certificat

[ Trusted People

[ ] Client Authentication Issu¢

] Preview Build Roots

[ ] Test Roots

| AAD Token Issuer

] eSIM Certification Authorit

O T Y o e 5
>

Logical Store Name

I Personal

| Trusted Root Certification Authorities

| Enterprise Trust

& nmeite Criation uthorties |
[ | Trusted Publishers

| Untrusted Certificates

" Third-Party Root Certification Authorities
[ Trusted People

[I Client Authentication Issuers

| Preview Build Roots

| Test Roots

[ 1 AAD Token Issuer

[ "] eSIM Certification Authorities

| Homegroup Machine Certificates

|| Local NonRemovable Certificates

< >

Intermediate Certification Authorities store contains 28 certificates.

Figure 21 Intermediate Certification Authorities

certlm - [Certificates - Local Computer\Intermediate Certification Authorities] - O X

File

Action  View Help

e 25 80z BE

Eﬁ] Certificates - Local Computer

>

v

$ v

’f' VvV VV VV VV VY

A

| Personal

| Trusted Root Certification .
[ Certificates

[ Enterprise Trust

| Intermediate Certification .
| Certificate Revocation
[ Certificates

| Trusted Publishers

| Untrusted Certificates

(] Third-Party Root Certificat

| Trusted People

| Client Authentication Issue

| Preview Build Roots

] Test Roots

| AAD Token Issuer

1 eSIM Certification Authoril 5

i B B PSRN Narhina Ak
>

Object Type
[ Certificate Revocation List

| Certificates

< >

Intermediate Certification Authorities store contains 28 certificates.

Figure 22 Certificates
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Fﬂcertlm - [Certificates - Local Computer\Intermediate Certification Authorities\Certific..  — O X

File Action View Help
e HmE & XE B

il Certificates - Local Computer ~ || |ssued To Issued By A

‘l Rersanal =y [55] Security Formatization Strong PCI  Intermediate CA resursi 001
' _! lrUSted RO_Ol_t A (53] Security Formatization Strong PCI  Intermediate CA resursi 001
> | Ent i t . . .

B Silim s [=5 Security Formatization Strong PCl  Intermediate CA resursi 001

v || Intermediate Certification . S ) L i .
- " ] \_QJSecurlty Formatization Strong PCl  Intermediate CA resursi 001
|| Certificate Revocation

i [ ]Sigurnosna formatizacija Intermediate CA resursi 001
i Triisted Publichers @StrongSecurityFormat MUPCA Resursi
> [ Untrusted Certificates 5] strongSecurityFormat MUPCA Resursi
> [ Third-Party Root Certificat 5 strongSecurityFormat MUPCA Resursi
. 7 Trusted People [=1 TaxCore ICA1 Development TaxCore RCA Development
> [ Client Authentication Issue [ Taxcore Online Sandbox Issuing .. Taxcore Online Root CA
> [] Preview Build Roots EITIMS ICAT TIMS RCA
| Test Roots SITIMS ICA1 Staging TIMS RCA Staging
| AAD Token Issuer SlvMs ICAT VMS RCA
| eSIM Certification Authoril MS ICA1 Staging VMS RCA Staging

| Homegroup Machine Cert o Sl www.verisign.com/CPS Incorpby .. Class 3 Public Primary Certification ...

1 acal NlanD amnainhla Cack
< > < >

Intermediate Certification Authorities store contains 31 certificates.

Figure 23 Certificate location

Example 2: Windows 7 (and higher) Operating System with Firefox

To install the certificates, follow these steps:

1) Download the RCA and ICA Certificates to your PC or tablet
2) In Firefox select
a) Tools->Option->Certificate click View Certificate
b) Point to Authorities and Click import
c) Browse to VMSRCAStaging.cer and click Open
d) Check box for trust website and trust software developers and click OK
e) Browse to VMSICA1Staging.cer and click Open
f) Check box for trust website and trust software developers and click OK
g) Close Option tab

&« (& ‘@' € Firefox  about:preferences#searchRe ﬁ Q Search i » =

~

© certificate X

7

Search Results o
Type "certificate" to filter

. Then click on "View Certificates..."
Certificates

When a server requests your personal certificate

Select one automatically

QW e O N

® Askyou every time certificate

Query OCSP responder servers to confirm the current validity of View Certificates...

® certificates Security Devices...

Figure 24 Location of the View Certificates...
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Example 3: Other platforms

1) Download the RCA Certificate to your PC or tablet and use browser manual to import the certificate to Trusted CA
certificate store

2) Download the ICA Certificate to your PC or tablet and use browser manual to import the certificate to CA certificate
store

Setup Business Central

1) Login to Business Central

Once extention is installed it will be listed in business central extention and you can see the Name Publishing company and
versions

€& FExtension Settings (&) = - 0] " Saved =
S
General
App ID df222332-8cb2-4cd7-acb5-a9f1472... Published As Dev
Name VsSDC Is Installed
Version 2.0.00 Allow HttpClient Requests Q
Publisher ERP365

Resource Protection Policies defined by the extension >

Build app metadata

Build by AL Language Extension,16.0.1826476 Build URL

Now you can start begin the setup

2) Search VSDC Setup by clicking on the Magnify glass on the top right corner

e Environment: D

= Samdbox

3) Following screen will be display
4) Enter the information as per the certificate information.
5)

15



< vsDC Setup & -+ Ty " Saved O
Actions ~  Automate
General
Environment ‘Test e ‘ Training @
Time Zone Offset ‘ 0‘
' Production >

Test
Test Server ‘ https://vsdc.sandbox.vms.fres.org.fj ‘ Test PAC sesesreens
Test Api Root ‘/api/ ‘ Test Username ‘ RXTMEXNL
Test Timeout ‘ 6{]0{]0‘ Test Password serssrsaes
Test Cert. Import Date Time 15/09/2025 9:07 PM

& VSDC Setup (g . i + Saved ]

SETUP

Actions ~  Automate

Certificates >

[M FRCS Fiscal Responses

‘Test v | Training 0
[ Test Connection

lime Zone Otfset ‘ 0 |

————

® Connection test successful for Test environment.

Ce

System uses HTTPS protocol to connect to the V-SDC
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HttpClient.Timeout := Timeout;

<
nt. AddCertifica

HttpClien
HttpClien

', Rec.Environment)

1', HttpResponse.HttpStatusCode);

Once the test connection is established, system will automatically authenticate when the Business Central is opened.

' VMS Profile Setup Card ’

General }
| Mame | Omit QR Code (CH, |
VIS Service Impleme.. - |W-SDC Format Json ® )
Mode Test Time Zone Offset
1 Test 1
]
1 Test Certificate Mame RajUsAB2 Test Port 443
| Test PAC HEUMNCG Test Timeaut 0000
{ Test Password Q4LT2EBT Test UserMame R4JUSAEZ
Test Pin 0000 Test Api Root SRR
Test Server https://vsdcstaging.vms.fres.org.fj |
[ | |
6) VMS- Service Implementation : V-SDC
7) Enter Time Offset
8) Switch off Training (unless its training mode)
9) Select Mode: Test Or Production:
10) If you select Test Mode, fill all information as per your certificate registration information
11) Test Certificate Name : Eg value: R4JUSA82
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12) Test PAC : Eg: HBUNCG

13) Test Password Eg ;: QXXXXX

14) Test Server https://vsdc.staging.vms.frcs.org.fj/
15) Test Port: "443"

16) Test Timeout : "60000"

17) Test UserName: R4JUSA82

18) Test Api Root : /API/

19) If you select Production Mode, fill all information as per your certificate registration information

g?/)s(tgrztswll be pre-configured for all tax rates with labels, However user can create new tax lables by going to VAT Posting
setup.

A 9

B 0

C 0

D 15

E 6

F 11

G 125

< DOMESTIC - LOCAL CUSTOMERS AND VENDORS

GST Posting Setup &~ P B + New B EditList i Delete

GST Bus. GST Prod.

Posting Group Posting Group

tY +Y Description Bloc...

DOMESTIC CAPEX O
— DOMESTIC : VATO O

DOMESTIC VAT12.5 O

DOMESTIC VAT15 O

DOMESTIC VAT9 O

& Edit

GST
Identifier W

ASSET
ZERO
12.5
15
VATS

> View @ Suggest Accounts

GST %

15

125
15

VMS Label W

> O GO W

ER Copy...

—

Payment Methods

Current payment methods are converted to integer following are the values

Value PaymentType
Other

Cash

Card

Check
WireTransfer

Voucher

AUV W|IN |- O

MobileMoney

18



= Payment Methods

@

PR '

Code ¥

OTHER

CASH

CARD

CHECK
WIRETRANSF
VOUCHER
MOBILEMONE

+ New EZ EditList [i] Delete EE Translation

Description
Other

Cash payment
Card Payment
Check
WireTransfer
Voucher

MobileMoney

19

More options

Bal. Account Type

G/L Account
G/L Account
G/L Account
Bank Account

G/L Account

G/L Account

G/L Account

N

Saved [ =

e Y

VSDC Payment Method 1

=]

[oaNRENV, B = VN (S



